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Abstract—Effective defenses against DDoS attacks that deplete kernel. However, this solution still burdens the server, and is
resources at the network and transport layers have been deployed infeasible if operating system code or personnel able to modify
commercially. Therefore, DDoS attacks increasingly use normal- i+ 5ra unavailable. Additionally, Kill-Bots does not support

looking application-layer requests to waste server CPU or disk . . T .
capacity. CAPTCHASs attempt to distinguish bots from human persistent connections and pipelining, and may blacklist IP

clients and are often used to avoid such attacks. However, addresses indefinitely.
CAPTCHAs themselves consume resources and frequently are  This paper contributes the design and implementation of

defeated. Kill-Bots reduces CAPTCHA overhead by pushing Sentine| a network device for authenticating clients and

client authentication into the kernel. However, Kill-Bots requires P . . e .
kernel modifications, which can be infeasible. We describe the mitigating bot-based DDoS attacks. Unlike Kill-Bots, Sentinel

design, implementation, and performance evaluation of Sentinel, (1) can be deployed simply by installing it as a bridge in front
a network device that overcomes several limitations in Kill- Of an unmodified server or server farm, (2) can use network
Bots. Sentinel can be easily deployed as a bridge in front processors to accelerate authentication and withstand large-
of server farms, modularly accepts a variety of present and scale attacks, (3) fully supports HTTP 1.1, (4) when warranted,
future authentication schemes, and can use network processors o papijitates previously blacklisted IP addresses, and (5) mod-
to accelerate authentication. Experiments show that Sentinel . . -
greatly reduces the impact of DDoS attacks on the response time ularly accepts different client authentication methods.
experienced by legitimate clients. Although Sentinel is easier to deploy and more scalable and
flexible than are server-based solutions, its design also presents
significant challenges. Because it is a network device, Sentinel
Distributed denial-of-service (DDoS) attacks are a majeieeds to perform TCP connection splicing, stateful packet
security threat to web servers. In such an attack, an attackiering, packet scrubbing, and deep packet inspection to avoid
orders multiple hosts to send malicious traffic toward a serveletwork- and transport-layer attacks. We describe how Sentinel
so as to deplete network bandwidth or server CPU, disk, avoids IP address spoofing, TCP SYN floods, fragmentation
memory capacity. DDoS activity can make commercial wedttacks, and session hijacking while filtering out bot traffic at
servers unresponsive for days and cause damages of milliGisps transmission rates.
of dollars to the servers’ owners. The rest of this paper is organized as follows. Section I
The first DDoS attacks, such as smurf and SYN attack§iscusses in greater detail botnets and existing defenses against
sought to deplete resources at the network or transport layekir application-layer attacks. Sections Ill, IV, and V describe
Effective defenses against such attacks have been deplogegtinel’s design, implementation and performance evaluation,
commercially (e.g., [1], [2]). Therefore, attacks increasingljespectively. Section VI compares Sentinel to Kill-Bots and
use compromised hosts (bots) to send just enough applicatigther related work, and section VII concludes.
layer requests to deplete the servers’ CPU or disk capacity.
The latter attacks mimic flash crowds, i.e., natural peaks in Il. BACKGROUND

client traffic. Existing network-based defenses are unable to hi ) id detail about b d h
distinguish between such attacks’ and legitimate traffic. This section provides greater detall about botnets and meth-

A popular server-based defense against application-la)ﬂ@rS for mitigating their application-layer DDoS attacks.

attacks is to use CAPTCHAs [3] to authenticate users.
CAPTCHAs are perceptual challenges that are easy for
mans and infeasible for computers (e.g., recognizing distortedBotnetsare networks of compromised hodt®ts controlled

text or speech). However, CAPTCHAs consume significaby abotmastef5]. The hosts are usually infected by malware
server CPU and other resources. Thus, the authenticattbat spread like viruses (e.g., as e-mail attachments or down-
process can itself be abused for denial of service. Mor®adable files) or worms (e.qg., by exploiting server applications
over, authentication methods will need to evolve because with known vulnerabilities). Once it infects a host, the malware
attackers’ continued advances in breaking them. Kill-Bottownloads the bot executable from a known URL. Bots receive
[4] reduces, but does no eliminate, CAPTCHA overheatbmmands from the botmaster through some command and
by pushing authentication into the server’s operating systarantrol (C&C) infrastructure. Most bots use Internet Relay

I. INTRODUCTION

_ Botnets



Chat (IRC) or HTTP servers for C&C, but peer-to-peer (P2R) valid HTTP cookie. If a request arrives without such a
networks are increasingly being used. cookie, depending on the server's load, the server's kernel
Botnets are usually operated for profit and are available fprobabilistically drops the request or replies statelessly with
hire. For instance, in 2006, the owner of an online sportswearCAPTCHA puzzle. If a client request includes a valid
store admitted having ordered a bot-based DDoS attack agal@stPTCHA solution, the server’s kernel replies with a cryp-
competing online stores [7]. Botnets can contain tens tidgraphic HTTP cookie that the client includes in subsequent
thousands of compromised hosts and generate up to tengegfuests to the server. Conversely, if a client includes invalid
Gbps of traffic [6]. In 2006, the Honeynet Alliance reporte@€ APTCHA solutions in too many requests to the server,
botnets with median size of 40,000 nodes and maximum sittee server blacklists the client and no longer considers any
of approximately 350,000 nodes worldwide, 120,000 of whigbackets with that source IP address. Blacklisting reduces load,
visible at any time of the day. returning the server to normal mode. In normal mode, the
DDoS attacks previously used anomalous traffic (such ssrver processes requests regardless of HTTP cookies, but not
ICMP or SYN floods) with spoofed source IP addresses. Mofem blacklisted addresses. If legitimate clients later use those
recent attacks use sufficiently large botnets for generatingdresses, they could be locked out of service.
seemingly-normal HTTP requests that deplete the victim's Kill-Bots runs on the server itself and creates additional
CPU or disk capacity. In the network, it is often impossiblébad during an attack. The overhead can be greater dur-
to distinguish if sources of such HTTP requests are legitimatey prolonged attacks if the server must also dynamically
clients or bots. generate CAPTCHAS, which is a CPU-intensive task. With-
B. CAPTCHAS out CAPTCHA generation, Kill-Bots was reported to handle

) DDoS attacks of up to 6,000 requests per second without
Researchers have proposed reverse Turing tests (RTTSyf@cting response times [4].

distinguish human clients from bots. RTTs evolve from the

original Turing test [9], but use a computer instead of a human I1l. DESIGN
entity to judge test responses. The tests must be solvable bypjs section describes Sentinel’s goals and then each aspect
a human, but infeasible for a computer. of its design.

Examples of reverse Turing tests are CAPTCHA graphical
puzzles [3]. Web sites currently use CAPTCHAs to preA. Goals
vent automated spam-related activity, such as e-mail accoun§entinel's overall design goal was to overcome perceived
creation and online forum posts. The images are generaigfhrtcomings in existing methods for mitigating application-
using distortion techniques (Fig. 1) to resist automated objggler DDoS attacks against web servers. First, Sentinel should
recognition techniques [10]. be transparently deployable without client, server, or network
_ reconfiguration, including the case of server farms. Sentinel
o f/ achieves this goal by operating as a network bridge that splices
RPN s \ connections with clients and servers and performs stateful
: packet filtering. Second, Sentinel should completely offload
]W}\% DQ‘ H’g ? ﬁ @ F ﬁl @ attacks from servers and withstand large-scale attacks. Sentinel
- o ' ' achieves this goal by enabling hardware acceleration with
network processors. Third, Sentinel should fully support HTTP
1.1 features, such as persistent connections and pipelining.
As artificial intelligence techniques evolve, existing>entinel achieves this goal by performing packet scrubbing and
CAPTCHA techniques can be expected to become vulné&l€ep packet inspection. Fourth, Sentinel should not blacklist IP
able and need to evolve too [11]. In 2002, researchetddresses indefinitely. Sentinel achieves this goal by estimating
reported a mechanism with 92% success rate of breakit§ load shed by the blacklist and clearing the blacklist when
Yahoo CAPTCHAs [10]. Yahoo subsequently improved itgddition of the shed load would still place server load within
CAPTCHAS, but recent reports suggest successful attadd@mal range. Finally, Sentinel should enable diverse client
against Yahoo [12], Windows Live [13], and Gmail [14]authentication methods. For example, for a web server whose
CAPTCHAs. New, possibly radically different CAPTCHA orclients are securely registered out-of-band (e.g., bank), clients
other approaches for client authentication can be expectedSfPuld be able to use for Sentinel credentials obtained during

the future, e.g., using cognitive logic [15], pictures, or soundedgistration (e.g., passwords and tokens). Sentinel achieves this
goal by providing an extensible framework for accommodating

C. Kill-Bots future CAPTCHASs, two-factor, or other authentication meth-
Kill-Bots’ client authentication method is fixed: it usesods.

CAPTCHAs to detect bot-based DDoS attacks that mimic ]

flash crowds [4]. A web server running Kill-Bots operates iff- Modes of operation

normal or attack mode, depending on the load it experiencesSentinel has two modes of operationprmal and sus-

When under attack, the server processes only requests vpéittedattack Sentinel switches between them based on

Fig. 1. CAPTCHA visual test designs
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server load estimates and two configuration parameters,

Lyormar < Lattack- TO Obtain such estimates, Sentinel pe- Sy
riodically sends an HTTP request and measures the response SYN COOKIE®)
time of each server. Sentinel estimates the load on sérasr S,

I

an exponentially-weighted moving averaggeof i's measured A %

response times. Whanin; L; > Lyqc1, Sentinel puts server

GE
o 1. HTTP 200+CHALLEN(
i in suspected attack mode. Whenmax; L; < Lyormals YN COOKIEIAY p—
Sentinel places again innormal mode. 4 —

C. Extensible in-network client authentication and collusion

B SYN COOKIE(B)
busting

ISN(B)+1
In suspected attackmode, Sentinel authenticates clients to B W
filter out requests from bots. Sentinel gives to authenticated
clients Sentinel cookies. If a request arrives without such a W
cookie and without a response to an authentication challenge, W
Sentinel replies with an authentication challenge. If a request w’;

arrives with a valid response to an authentication challenge, C o
. . . . . SYN COOKIE(
Sentinel replies with a cryptographic HTTP cookie that the = swew |
client will include in fu_ture requests._SentlneI forwards to_ W
servers only requests with such a cookie. On the other hand, in
normalmode, Sentinel does not challenge clients and forwards
requests regardless of cookie. Fig. 2. SYN cookies and asynchronous client authentication

The formats of the authentication challenge and response
depend on the authentication method used. The challenge may
contain a nonce to prevent replay. To facilitate use of futukdacklisted, Sentinel replies on behalf of the server with a SYN
authentication methods, Sentinel separates in a specific modiflekie [2]. That is, Sentinel computes a cryptographic function
the functions for generating an authentication challenge aatithe client's and server’s IP addresses and port numbers, the
verifying an authentication response according to a particuklient’s proposed maximum segment size, the current time, and
method. The module also contains an initialization functiof secret. Sentinel uses the result as the initial sequence number
that loads and initializes an authentication table. (ISN) it sends to the client. Sentinel does not store any values

Note that the client’s IP address is insufficient to distinguisi¢lated to the client's connection request. When the client
authenticated clients: Most clients reach web servers viareplies, its acknowledgment number should equal Sentinel's
NAT router or web proxy [16] and consequently may sha®N plus one. Sentinel verifies this property cryptographically
a same IP address with bots. Cookies permit distinguishiagd recovers from the client’s reply (instead of a table) the
authenticated clients from other hosts that may exist behif@P state needed for the connection with the client. Sentinel
the same middlebox. may offload this function to the network interface card for

A botmaster might have a human obtain a cookie frofardware acceleration.

Sentinel and then distribute copies of the cookie to a largeSecond, if Sentinel needs to authenticate cliestsgfected
number of bots. To thwart such collusions, Sentinel maintaiagtack mode), it does so asynchronously, as illustrated in Fig.
in an HTTP cookie table (HCT) the status of each cookie,2. When Sentinel receives a request from an unauthenticated
including expiration time and number of outstanding requestdient, Sentinel uses the first connection A to convey Sentinel’s
Sentinel can be configured to (a) allow use of a cookie only authentication challenge to the client. To avoid holding TCP
requests from a particular IP address, and (b) drop a requefstte, Sentinel forcibly closes this connection. Using a new
containing a cookie if the request would cause the cookiesnnection B, the client presents its authentication response
number of outstanding requests to excemmbkie req lim. to Sentinel. If the response is valid, Sentinel redirects the
Option (a) is undesirable if clients may use mobile IP, whilelient to the URL the client originally requested (HTTP 301
option (b) requires Sentinel to analyze not only requests frostatus code), provides the client an HTTP cookie, and again
clients but also responses from servers. forcibly closes the connection (the client always starts a new

] o connection after receiving status code 301). Finally, using
D. TCP SYN cookies, asynchronous authentication, and CQfother connection C, the client resends its original request,
nection splicing but now with the Sentinel cookie.

Sentinel combines three techniques to avoid committing Third, when Sentinel receives a request in normal mode
to unauthenticated clients Sentinel's memory and any of tbe with a valid Sentinel cookie on a connection C, Sentinel
protected servers’ resources. opens another connection C’ with the protected server. Sentinel

First, when Sentinel receives from a client a request ftihen splices together the client and server connections C and
a new connection with a protected server, if the client is n@’, as shown in Fig. 3. The client's and Sentinel's ISNs in



C ENTINEL C SERVER . . .
CLIENT SENTIN this filtering rule to the network interface card for hardware

XY acceleration.

W During each time perio(iTm,e, S_entinel also measures t_he
number of requests that hit or miss the blacklist, respectively

SEQ=ISNICI+ 1, Aceercon. .
O, ACKets By and B, ;, and calculates the average server loAgs,..

EQ=ISN(C)+ ACK=Isy;
LCK=ISN(S)+ 5, . . . . .
WT, By regression based on historical values, Sentinel estimates
00 " . .
HrTP 200 OK | swisnr L P2 —] the critical number of blacklist missesB..; that corresponds
— +1), .
‘W to response timé; 4ye = Lnormai- Then, at the end of each

time periOdy ifLi,ave § Lnormal and Bm,,i + Bh,i S Bc,iaVi;

. . . Sentinel clears the blacklist, rehabilitating all IP addresses.
Fig. 3. TCP connection splicing

F. Stateful packet filtering, selective packet scrubbing, and

. ) ) deep packet inspection
C are respectivelySN, andISN,;. = SYN cookie Sentinel's PP P

and the server's ISNs in C' are respectivéN,, — ISN, .Ser'ltinel gleans frqm qbser\{ed packets the state of each
and ISN,. To splice the two connections C and C’ togetheﬂ'recnon ofaconnectlon,_ mclqdmg sequence a_nd acknowledg-
Sentinel computes C'sequence number shift (SNSNS ment nu_mbe_rs_ and receive WlndQW size. Sentinel recc_)rds_ this
— SYNcookie — ISN,. Sentinel allocates for the Splicedmformatmn in its ECT and uses it for stateful packet filtering
connections an entry in Sentineliastablished connection [1.7]. If a packet has protocol field vall_Jes that are.inconsist_ent
table (ECT), and stores C’s SNS in it. with the current state of the respective connection, Sentinel
ECT is a hash table indexed by the client’s and serve@0PS that packet. , _ _
IP addresses and port numbers. When Sentinel receives fronj CP and IP allow packets, including client requests, to be
a client a packet with acknowledgement matching an gcSplit into multiple segments_ an'd fragments. Becagse reassem-
entry, Sentinel adjusts the acknowledgement number by SR occurs only at the destination, attackers may intentionally
and forwards the packet to the server, without checking fSP!it packets to make it difficult for network-based defenses
cookies. Conversely, when Sentinel receives a packet frdfhidentify pattems. For example, an attacker can split into
the server, Sentinel adjusts the sequence number by SNS §f o more fragments a field containing a value that network
forwards it to the client. intrusion detection systems (NIDSs) might use as a signature.
When the HTTP cookie used to create an ECT entry expirégackers can also intentionally make fragments overlap, such
or Sentinel has not observed any valid packet in the respecti}gt €ven if a NIDS can detect patterns across fragments,
connections for a period longer than a threshold, SentifBf NIDS may miss a signature because the NIDS resolves

forcibly closes the connections and destroys the ECT entryin€ overlap differently from the destination. Alternatively,
attackers can intentionally omit one or more fragments of

E. Blacklisting each packet so as to fill reassembly memory, causing denial

Attackers might frivolously trigger authentications to exef service.
haust Sentinel CPU cycles or network bandwidth, thus causing~or efficiently dealing with such fragmentation attacks,
denial of service to legitimate users despite the defensgentinel selectively performs packet scrubbing [18]. Sentinel
described in the previous subsection. To avoid such attacspps fragments (but not segments) smaller than a certain
Sentinel keeps track of how many authentication challengegtiteshold. Until Sentinel has all segments and fragments in
has issued to each client IP address. Sentinel stores this inforequest’s application-layer header, Sentinel timestamps and
mation in aChallenge Count Bloom Filter (CCBF). CCBF enqueues them by sequence number and offset. If contiguous
containsN cells, each with @-bit counternum_chal;. Each segments or fragments overlap, Sentinel trims the older one
IP address corresponds toof those cells, selected byhash before enqueueing the new one. If some segment or fragment
functions. Cell: is said to besaturatedif num_chal;, = S, of an application-layer header is still missifig,,; time after
whereS = 2° — 1. Sentinel has received the first segment or fragment of that

In suspectedattack mode, when Sentinel issues an auheader, Sentinel drops all enqueued segments and fragments
thentication challenge to a client, Sentinel increments tloé that connection.
corresponding CCBF counters hyin(1, S — num_chal;). When a request’s entire application-layer header is available,
Conversely, when Sentinel receives a valid response to an Sentinel analyzes it in place (deep packet inspection without
thentication challenge, Sentinel decrements the correspondaogying). Sentinel uses the Knuth-Morris-Pratt (KMP) algo-
CCBF counters bynin(n, num_chal;). A valuen > 1 is used rithm [19] to search for keywords and patterns in the header.
to avoid long-term error accumulation. The algorithm runs iD(http_header length + patternlength)

If all CCBF counters corresponding to an IP address atiene, enabling high throughput. Analysis also determines the
saturated, Sentinel concludes that the IP address harbors a $eguence number of the next application-layer header.
because a human would have given up before making so manyfter analysis of an application-layer header, Sentinel for-
authentication errors. Sentinbelackliststhe IP address and wards any segments or fragments with ending sequence num-
does not consider future packets from it. Sentinel may offlo&er lower than the beginning of the next application-layer



header (i.e., Sentinel does not scrub the application-layer SENTINEL APP. S
payload). If analysis does not reveal the sequence number of ! } B
the next application-layer header then, after analysis of the Riee AP e A6 )11:
current header, Sentinel can be configured to forward packets :
without scrubbing or further analysis until the connection is NFD 3
closed. The latter case corresponds to legacy HTTP 1.0 without Message passing over PCI Express
persistent connectiohs or pipelining [20], i.e., with only one SFP port0
request per connection. —1— RE0O0oon _ | praw >
SFP port 1 wScale (Flow table) | | m
IV. IMPLEMENTATION T <= microprocessor o
. . . . — . . . SFP port 2
This §ectlon discusses Sentinel’s |mplemeptat|on, including —T— oooooooo < (RUTIS:\ZbIe) 5
conventional and hardware-accelerated versions. SFPport3  microengines
-

A. Conventional version

. . . Fig. 4. Structure of the NFE Platform
We implemented Sentinel as a Linux (v2.6.19.2) kernel

module using the ebtables link-level extension of the netfilter

framework [21]. We added Sentinel as a netfilter target. Useiad rules tables. The flow table contains actions for existing
can enable Sentinel at compile time using the kernel configennections. If a packet does not belong to an existing flow, it
uration tools (e.g. make menuconfig) and load the modulematched against the rules table, which specifies actions for
during runtime. Sentinel uses a softirq thread to examimpackets from future flows. If the NPU finds a match, it copies
each incoming packet in an gbuff data structure. The threadthe rule back to the flow table (to process further packets from
communicates directly with network interfaces (e.g., Etherngfe same flow) and executes the specified action. The NPU can
drivers) to transmit frames. execute one of the following actions on a frame: drop, reject

The netfilter link-level extension is configured using th¢drop and send TCP reset message), pass (forward to all NFE
ebtables userspace library. This library loads the authenticatigrts) or forward up to the host for further analysis.
table into a memory-mapped segment shared with the kernel2) Software APIs: The NFE platform comes with two
The organization of the authentication table depends on the aoftware packages. Thidetwork Flow Driver (NFD) is a
thentication module configured for Sentinel. Therefore, otheet of Linux kernel modules and userspace libraries providing
Sentinel components treat this memory segment as opagueAP| for low-level communication with the NFE over the
data. PCI Express bus (see Fig. 4). Theetwork Flow Manager
(NFM) uses NFD to provide high-level APIs for application-
level packet classification:

Although the conventional version described above filters, the zero-copy packet access APallows NFM applica-
packets in the kernel, close to the network interfaces, in tions to access packets that the NFE NPU forwards to the
softirg context, it still uses significant system resources (e.9., host. The API provides high performance by using zero-
CPU cycles and buffer space). Thus, even blacklisted attackers copy DMA mapping to make frame buffers available to
can cause denial of service to legitimate clients, because yserspace applications.

Sentinel spends significant resources to discard their packets, theflow and rules APIs allow NEM applications to make
On the contrary, in the hardware-accelerated version, packets decisions about packet classification on the application
from blacklisted clients are discarded by network interface |evel and pass them to the NFE platform to enforce. The
hardware. Thus, Sentinel can withstand attacks of much larger fiow API provides interaction with the NFE flow table
scale. The following paragraphs discuss the hardware we used (existing flows) and the rules API is used to populate the
for acceleration. NFE rules table (future flows).

1) Netronome NFE-I8000:The Netronome Flow Engineé  gentinel's NFM implementation uses the zero-copy packet
(NFE) 18000 platform is a network acceleration card thafccess AP to allocate and deallocate packet buffers and to
contains an Intel IXP2855 network processor unit (NPU) anghng and receive frames through the NFE card. In suspected
on-card memory (Fig. 4). The NPU comprises an XScalgiack mode, when a client is blacklisted, Sentinel uses the
microprocessor and sixteen programmable microengines f@En rule and flow APIs to instruct the NFE NPU to drop
on-card packet classification. The NFE platform provides Whckets from the client's IP address in existing and future
to 768 MB of RDRAM, 40 MB of QDR SRAM and Temary fiqws. Dropping malicious packets in the NFE card signifi-

Content Addressable Memory (TCAM) space. The card has.4,y reduces the number of packets reaching the host and
SFP network ports and is connected to the host through a Rfid resources used per bot connection.

Express bus with 4 active lanes providing 2GB/s aggregate o
capacity. C. Authentication modules

The NPU processes Ethernet frames arriving at the NFETo test Sentinel, we implemented two authentication mod-
ports by matching them consecutively against the NFE’s flomtes using different authentication methods.

B. Hardware-accelerated version



E ATTACKER BOTS
= (3000 |P addresses)

The first module uses CAPTCHAs to distinguish bots —
from human clients. CAPTCHA images with distorted text

CLIENT

.. . . 1GbE
containing each approximately 2,000 bytes are stored in the o= \ 1GE  or
authentication table. Each table entry also contains fields with - -
the respective solution, the time when the puzzle was sent = SENTINEL
to a client, and whether a solution has been received. The Cr 100MbE SERVER

module prepares the challenge as two back-to-back packets
The module rejects solutions received too long after the
challenge was sent or received after another solution for the
same challenge has been received.

The second module uses HTTP digest authentication (HT [Espectively, an I1BM ThinkCentre with Pentium 4 at 3GHz
401 status code) [22] to authenticate registered users. 1@@2 MB RAM, Fedora Core 3) and a Dell Dimension 4550
authentication table contains usernames, passwords, timg,9f, Pentium 4 at 2.4 GHz (256 MB RAM, Ubuntu 6.10).
last challenge, and number of successive failures. It is orggsq legitimate client was a Dell Inspiron with Pentium Core

nized as a hash table with username as the key. The challepge i1 6 GHz. 1 GB RAM and Ubuntu 6.10. The gigabit
preparation function creates a single packet about 200 byfasarnet switch \’/vas an HP ProCurve 1800-8G.

long. The challenge includes a nonce and a message autheny, developed for the experiments a flooding utility,

tication coqle (MAC) that is a cryptographu; function of th syncfloodthat ran on the attacker hosts. It uses 3,000 aliased
concatenation of the nonce, current time, client address, an ddresses and creates asynchronous TCP connections to the
se(cjret. The respﬁnfﬁ mdUd?S lthetusrc]arrl}ame and both chaltlcwgg server at high rates (up to 10,000 connections per second
?'?l response. b fe userr]s ast cha engi_ was rrf]ore. a single attacker). When a connection is established, the
ailure_resettime before, the response verification functiolyjin, sends an HTTP GET request for the web server root

resets the user’s number of successive failures. If the us NSex page. The utility ignores HTTP replies and TCP reset
number of successive failures is greater thraax failures messages '

the function returns an error. Otherwise, the function verifies
the challenge and response and updates the user’s timeBOfResuIts

last challenge and number of successive failures. Finally, the . N .
function returns. 1) Response time for legitimate client requesife mea-

sured response times in three scenarios: (a) direct DDoS
V. PERFORMANCE attack on the web server without Sentinel (baseline case), (b)

We measured two metrics to evaluate Sentinel’s benefits dieb server protected by Sentinel's conventional implemen-
ing attack: (a) response time for legitimate client requests afflion, and (c) web server protected by Sentinel's hardware-
(b) bridge CPU utilization. Ideally, Sentinel would preservgccelerated version. The latter case was measured after Sen-
response time for legitimate clients even when bot attack raféte! had blacklisted all attacker IP addresses.
increase. Moreover, Sentinel would ideally preserve low CPUIN the baseline case (without Sentinel), we measured re-
utilization even as bot attack rates increase. Low utilizatidiPonse times up to 100 s (average 15-20 s) for DDoS attack
suggests the ability to handle attacks of even larger scale. V@ées between 5,000 and 8,000 requests per second. Fig. 6
report only results obtained with the HTTP digest authenghows response times for legitimate client requests measured
cation method. The results with the CAPTCHA method wei@ the other two cases, when DDoS attack rates exceeded

Fig. 5. Experimental Setup for Flooding Attacks

similar and are omitted due to page limitations. 5,000 requests per second. The figure includes 90% confidence
intervals.
A. Experimental Setup Fig. 6 shows that Sentinel’s conventional implementation

Fig. 5 shows our experimental setup. We connected Sentirgignificantly mitigates the effect of DDoS attacks on the re-
a web server, a gigabit Ethernet switch and two attackeponse time experienced by legitimate clients. Their response
hosts using 1 Gbps links. We also connected a legitimdige was unaffected for DDoS attack rates up to 9,000 requests
client to the switch using a 100 Mbps link. Sentinel’s NFmer second. However, larger DDoS attack rates caused marked
card was configured to intercept TCP traffic and forward ifcrease in response time.
to an application running on the host for classification and The figure also shows that Sentinel’s hardware-accelerated
inspection. version provides even stronger benefits. The response time
Sentinel was implemented on a Dell Dimension 920experienced by legitimate clients was largely unaffected over
configured with Pentium Core Duo at 1.6GHz and 2GHe entire range tested (up to 12,000 requests per second). The
RAM, NFE-I8000 card, PCI Express bus, and Fedora Corebgnefits of hardware acceleration are greater for larger attack
operating system. We turned off one of Sentinel’'s CPU coreates.
to facilitate performance measurement. The web server wa®) Bridge CPU utilization:Fig. 7 compares the bridge CPU
Apache 2.2.0 running on an IBM ThinkCentre with Pentiuratilization of Sentinel's two versions, with 90% confidence
4 CPU at 3 GHz and 512MB RAM. The two attackers weréntervals, as DDoS attack rates increased.



require Sentinel to perform deep packet inspection and parsing

e menona —— 1 HTTP headers, which Kill-Bots doesn't do. Kill-Bots also
implicitly assumes that attackers do not spoof fields other

s 1 than the IP address or maliciously fragment packets. On the
contrary, Sentinel performs stateful packet filtering and packet
6 1 scrubbing to avoid such attacks. Unlike Sentinel's CAPTCHA
module, Kill-Bots does not detect if a solution for a puzzle has
at . already been received; consequently, bots can guess multiple
times. Also, unlike Sentinel, Kill-Bots drops requests from
2 — 1 blacklisted IP addresses even after malicious clients stopped
using them.
—F ¥ 1 Blacklisting based on IP addresses, as done by Kill-Bots
and Sentinel, can cause false positives. The source address in a
packet received by a server can be that of a middlebox, such as
a network address translator (NAT) or proxy. A middlebox can
Fig. 6. Response time for legitimate client requests as DDoS attack raf&fve both bots and legitimate clients; blacklisting blocks ac-
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increase cess by both. Moreover, many legitimate clients have dynamic
IP addresses and could be assigned a blacklisted address. In an
' ' ' ' ' o ConVentonal extensive study, Casado and Freedman [16] found that, from
wor 1 the point of view of a server, client address modifications are
. very slow, taking on the order of days. They also found that
S sor 1 about 60% of the clients used NATs and 15% used proxies.
% However, the number of clients using a particular NAT s, in
S eof : overwhelming majority, very small (one or two computers)
3 and located in the same place. On the contrary, proxies tend
S wf 1 to have more clients (ten or more) and those tend to be more
S distributed. Thus, collateral damage from IP-based blacklists
& Ll A would tend to concentrate on the latter, which are only 15% of
all clients. Moreover, clients whose proxy is blacklisted may
S S S S T be able to use another proxy (there are many free available).

0 0 700 s0 w00 10000 11000 12000 There are several proposals involving solution of puzzles
by clients. Juels and Brainard [23] proposed computationally
expensive cryptographic puzzles. However, such a defense

Fig. 7. Bridge CPU utilization as DDoS attack rates increase ~ May be ineffective against botnets, because the latter can
effectively have unlimited computational power. CAPTCHA
alternatives using speech [24] or facial features [25] instead

Sentinel's conventional implementation exhibited roughlgf text have also been proposed.
linear increase in CPU utilization as DDoS attack rates in- WebSOS [26] is another proposal for protecting web servers
creased, reaching about 90% utilization at 10,400 requests flem DDoS attacks, using CAPTCHA puzzles and network
second. CPU utilization then nearly saturates, explaining theerlays. Compared to Sentinel, WebSOS is harder to imple-
marked increase in response time experienced by legitimatent because it requires changes in network router configu-
clients: Sentinel's CPU is unable to keep up with packeations, and the Web server must be aware of the WebSOS
arrival, and queueing delays and timeouts increase. architecture.

On the contrary, Sentinel's hardware-accelerated versionSpeak-Up [27] proposes that a server instruct its legitimate
barely had any CPU utilization over the entire range testedlients to generate additional traffic to crowd out traffic from
This is explained by the filtering of the attackers’ packets utomated bots. Such an approach, however, could cause
the network processor card, without consuming any resour¢eandwidth wars” in which botnets could have an advantage
of the host. because they have a larger pool of nodes to operate from.

A complementary approach consists in trying to detect and
VI. RELATED WORK eliminate bots, rather than mitigating their effects. Propos-

Sentinel overcomes several limitations and refines algals along these lines include identifying botnets or bots by
rithms and data structures used in Kill-Bots [4]. Kill-Botsconsidering their anomalous IRC behavior ([28],[29]), DNS
implicitly assumes that each HTTP request uses a sepatasdfic patterns [30], DNS blacklist (DNSBL) queries [31], or
TCP connection. This is true only for legacy HTTP 1.0. Ogeneral network traffic patterns ([32],[33]). However, isolating
the contrary, Sentinel works correctly with HTP 1.1, and iand removing botmasters, C&C servers, and bots is often
particular persistent connections and pipelining. The lattdifficult because botnets typically span multiple administrative

Attack Rate (requests/second)



and political boundaries. [12] T. Claburn, “Yahoo's CAPTCHA security reportedly broken,’

http://www.informationweek.com/news/showArticle.jhtml?articlelD=
2059006%20, January 2008.
[13] G. Keizer, “Spammers’ bot cracks Microsofts CAPTCHA/

; ; _ http:/iwww.computerworld.com/action/article.do?command=

Effective defenses against DDoS attacks that deplete re viewAtrticleBasic%&articleld=9061558, February 2008.
sources at the network or transport layers have been ¢y J. Leyden, “Spammers crack Gmail CAPTCHA,” http:/iwww.theregister.
ployed commercially. Therefore, DDoS attacks increasingly  co.uk/2008/02/25/gmaitaptchacrack/, February 2008.
use normal-looking application-layer requests to waste servefl o oY, \BRETEE I @ SOl o ech, Rep.. November
CPU or disk capacity. CAPTCHAs attempt to distinguish  200s.
bots from human clients and are often used to avoid suldle] M. Casado and M. Freedman, “Peering through the shroud: The effect of
attacks. However, CAPTCHAs themselves consume resources gggl‘f‘;\S’V"’c‘)cr'lzys"y';t':r:’sa%egsgfg&gﬁ%‘gfﬁgggi’gﬁ (ﬁhs;yg mbﬂ‘i’;é‘ém
and frequently are defeated. Kill-Bots reduces CAPTCHA wma, 2007. ’
overhead by pushing client authentication into the kernél’/] G-Ikvan EOO% r:Regl State;ul TCP gacket filtering in IP;(i)Iéer," Invited

a1 ; e ; ; talk in the 10th USENIX Security Symposium, August 1.
HOV,Vever’_KIH Bots reqw_res kernel m_0d|f|9atlons’ Whl(_:h Ca'ﬁlg] M. Handley, V. Paxson, and C. Kreibich, “Network intrusion detection:
be infeasible. We described the design, implementation, and Evasion, traffic normalization and end-to-end protocol semantics,” in
performance evaluation of Sentinel, a network device that Proc. 10th USENIX Security Symposiuad®01, p. 9. S
overcomes several limitations in Kill-Bots. Sentinel can b giAIT\;]UthﬁrJr{ aTb:\mﬂocrcr;fd pﬁ%g’;orrg“h OFaZSt g’;“;zrg_rggtod“lg%” strings,
easily deployed as a bridge in front of server farms, modularfyp] ' \ i
accepts a variety of present and future authentication schemes, a e e et P o0
: : 'www.w3.org/Protocols/rfc2616/rfc2616.html, June 1 .

and can use network processors to accellerate authentlcatﬂ%.“Ebtablesy,, http://ebtables.sourceforge.net.
Our experiments demonstrated that Sentinel greatly redug¢gs J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Lu-
the impact of DDoS attacks on the response time experi- otonen, and L. Stewart, “HTTP authentication: Basic and digest acess

VIl. CONCLUSION

R. Fielding, J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach,
and T. Berners-Lee, “Hypertext Transfer Protocol — HTTP/1.1," http:

enced by legitimate clients. Benefits are especially large w
Sentinel uses hardware acceleration, because Sentinel’s

&

authentication,” http://www.ietf.org/rfc/rfc2617, June 1999.
A. Juels and J. Brainard, “Client puzzles: A cryptographic counter-
measure against connection depletion attacks,Piac. Network and

utilization remains low even as attack rates increase. We tested Distributed Security Systems (NDS$$99, pp. 151-165.
Sentinel with CAPTCHAs and HTTP digest authentication?*!
We are currently evaluating a replacement module with more

sophisticated client authentication methods.
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